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Introduction

The Industrial Internet of Things (IIoT) has been the subject of much recent attention regarding the use of data to help 
achieve better business outcomes. Insights gained from the IIoT today typically originate as collective intelligence 
in a cloud. The IIoT is also poised to make an immense positive difference to the everyday lives of people through 
increasingly sophisticated connected solutions from automobiles to buildings and farms to factories and cities. While 
different in their implementations, these IIoT segments have one thing in common:  they all use data to ultimately drive 
more informed and proactive decisions. In the past, such informed decisions were based on reacting to reports of 
incidents in an industrial system. With modern data knowledge capabilities, such informed decisions will ultimately enable 
us to predict or prevent such incidents.  

All the efficiencies made possible by IIoT networks can have a very positive impact on some of the largest scale, and 
most intractable social and environmental problems that we face.  One such example is the growing burden of feeding 
the planet while also addressing global food insecurity. Between 30 and 40 percent of food produced today is wasted 
or destroyed due to inefficiencies in controlling weeds, insects, and disease; or through the poor management of soil 
irrigation, labor shortages, and supply chain problems1 . Boosting food production to feed 9.1 billion people by 2050 using 
traditional agricultural practices will require converting over two million square miles of land into farmland2. 

The IIoT offers ways to forestall this devastating loss of land and resources, by connecting systems and data to increase 
food chain efficiencies. Clearly, the IIoT can help improve management and usage of the planet’s resources, and yet, 
with all this positive affirmation of value, the actual adoption of IIoT into businesses and industry has been less than 
spectacular.  

While there are many obstacles to overcome that involve people, products and processes, this article will discuss the 
general problems involved with deploying Industrial IoT and suggest some pragmatic solutions to address the real 
concerns that industrial companies have about  adopting IIoT at scale today.  

The Industrial Landscape and the Challenges to an Industrial IoT

In the industrial world, there are many complex and varying systems consisting of edge devices, ranging from heating 
and cooling systems to traffic lights to industrial equipment and beyond. Industrial systems have the potential to 
generate enormous volumes of data from vast networks of sensors and devices. Such data has traditionally been limited 
in its collection for use in controls, SCADA frameworks, or in industrial process automation. This includes decades of 
operational technology (OT) deployments that were typically closed systems connected through legacy protocols. Such 
systems, which can be thought of as vertical ‘silos,’ rarely required their data to be shared beyond their own walled 
gardens. 

1  Food Loss and Waste in the Food Supply Chain
2  How to Sustainably Feed 10 Billion People by 2050, in 21 Charts

A traditional building with its legacy silos
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However, under the premise of IIoT and the principles behind cooperating devices, industrial deployments must 
increasingly connect these siloed systems to each other and to the cloud. In doing so, they are faced with the very real 
problem that these siloed legacy systems were never designed to communicate with one another. 

While IoT products today may be sold into market verticals such as HVAC, lighting, security systems and others, the 
Industrial IoT can be looked upon as ‘horizontal deployments’ of solutions such as safety, security, comfort, sustainability, 
etc., across the vertical silos. To deploy IIoT solutions into horizontal solutions, it is critical to have integration of devices 
and data across all the vertical silos. While some horizontal integration is being done today, it could be done better.

Furthermore, industrial deployments, which typically have long life expectancies, are faced with rapid change and a 
never-ending evolution of IIoT solutions. For risk-averse industries, harnessing change and creativity while balancing 
costs, risks, performance, and scale of deployments does not come easily.

Considerations in Moving from Traditional Industrial Connectivity to the IIoT

In the traditional siloed industrial world, networking protocols play a large role in the type of connectivity, bandwidth, 
and latency desired. In industrial IoT however, ‘data’ forms the fundamental currency of the IoT, with the expectation of a 
seamless exchange of data across siloed and emerging systems.  

But, in order to achieve cooperative behavior between edge devices, these devices need to do more than simply 
exchange data.  Such devices must also be able to comprehend the context of data being exchanged in order to address 
IIoT goals such as comfort, sustainability, and safety. As an example, consider an air conditioner receiving temperature 
information from a temperature gauge.  For the air conditioner to work correctly, it must know whether the temperature it 
receives from the gauge in ‘degrees’ refers to Fahrenheit, Celsius or Kelvin.

Building such a data interoperable interconnected IIoT system can be challenging, especially when a deployment involves 
numerous existing closed silos that are hard to interconnect and almost impossible from cost, resource and availability 
perspectives to rip out and replace. 

In addition to the structural changes required for the interoperability of data the wide scale adoption of industrial 
deployments also requires some basic questions to be answered:

•     Can an IIoT be implemented without ripping out and replacing millions of dollars of installed legacy systems? 
•     Can the IIoT deployment be made to interoperate as a single cooperative entity utilizing both old and new 
      devices, protocols, services?
•     Can the new industrial IoT systems generate an acceptable ROI by balancing costs and reducing risks while                                               
      preserving a highly secure and scalable environment?
•     Will a business’ current investment be preserved and coexist with future capability, given the rapidly evolving IIoT? 

It’s not that industrial companies don’t see the potential of IIoT innovations; it’s simply that they must see meaningful ROI 
in terms of: 

•     Increased productivity and efficiency (e.g. failure prediction, sustainability, etc.)
•     Decreased risk (e.g. security, repurposing solutions, uncertainty of change)
•     Managed cost (e.g. preserving investments, reducing operational expense (OPEX)and the cost of integrating IIoT  
      services, etc.)
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Approaches Used in Enabling an Industrial IoT Today

Today, many companies deploying an IIoT don’t know where to begin. They see hard choices, limited options and huge 
potential risks. As such, many businesses will limit the scope of their IIoT projects.  In some cases, businesses will default 
to their time-tested dependency on system integrators for their Industrial IoT solutions.  Without the correct platform 
enablers to scale towards an Industrial IoT solution, such deployments could end up being cobbled together between 
operational technology (OT) providers, and IT solutions by an integrator, with the customer now having to manage the 
lifecycle of this one-off implementation. Such a situation turns into an expensive proposition for that company and is 
counterproductive to realizing the overall benefits of an Industrial IoT.

In other cases, OT vendors have chosen to implement this cooperative behavior for devices in the enterprise or cloud tier, 
since this is a center of gravity for Industrial IoT data. While such an approach does reduce system integrator costs, many 
OT vendors will only choose to integrate limited amounts of siloed data (that is generally meaningful to themselves) while 
still maintaining the system as closed and proprietary.   

Enabling this interoperability to happen only in an enterprise or cloud tier creates its own set of future problems. First, 
the need to communicate back and forth with the cloud increases latency, which is not an option for real time, critical 
applications such as those that control safety and security. This is even more apparent when modern artificial intelligence 
systems, based on speech or vision recognition, need to make edge-based decisions. 

In addition, in many cases such as oil fields, wind turbines, and agricultural deployments, internet connectivity for devices 
can be limited, or very expensive to acquire. This is a problem for speech and vision-based AI systems which require 
large amounts of bandwidth. Finally, as Industrial IoT systems grow rapidly in scale (size and complexity), the cloud 
becomes an aggregation point of all the data, all operations, and all services – and becomes an unintended single point 
of failure for the entire system.

While there has been a significant focus on the cloud, there is also a quiet but sustained revolution driving innovative 
capabilities at the edge.  Large investments at the edge are driving incredibly disruptive capabilities into systems, 
security, AI, innovative human-machine interfaces, time sensitive network (TSN) devices, 5G networks, and other 
innovative capabilities.  

As a result of such concerns and ongoing disruption, more and more critical processing/computation is being pushed out 
to the edge.  This will require an edge-based answer for the interoperability of systems in Industrial IoT solutions.

Typical industrial IoT deployment
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Pragmatically Enabling Interoperability at the Edge in Industrial IoT

In a world with no constraints, one would typically rip out and replace all legacy systems with new systems and devices 
that are able to seamlessly interoperate with each other. Regrettably we are bound by the limitations of reality. 

While “edge” is an overloaded term, a typical industrial deployment is shown below and generally consists of an edge 
device tier, an edge server tier and a management or enterprise tier which could be deployed in a private or public cloud.

Many of the edge device capabilities that support industrial connectivity today are embedded into industrial systems and 
are not easily replaceable (an elevator system or an HVAC system for example).  Given some of the limitations of enabling 
interoperability in the cloud, and the ongoing innovation occurring at the edge, we need a system that can interoperate 
with other devices as close to the edge as possible, while minimizing rip and replace of existing infrastructure.  

The edge server tier is an ideal location to address seamless interoperability of data.  To meet the requirements around 
cost, risk, scale and security, the edge server tier must be an industrial grade, flexible, extensible, open and secure 
solution that is transparently interoperable with any device and protocol (whether legacy, new, emerging, or yet-to-be-
discovered). 

Integrating Devices into an Industrial IoT

Within the edge server tier, the complex problem of data interoperability across multiple silos of legacy devices and 
protocols is addressed by transcribing data from the various network protocols, devices and clouds, into a vendor- and 
device-neutral web-based data format on the edge server. We call this format the IoT Access Protocol (IAP).  IAP not only 
formats data into a universal form (syntax), it also preserves the meaning of the original data (semantics).  This is critical to 
enabling industrial edge devices, which are trapped in their own silos, to cooperate with each other.

IAP is generally used on an edge server capable of supporting different interchangeable network interfaces and a 
multitude of connected edge devices.  This gives businesses the flexibility to enable interoperability between various 
devices, irrespective of the type of protocols or network supported.  This has the effect of promoting seamless 
interoperability between siloed legacy edge and emerging/newer devices. Having the flexibility to mix and match 
previously disconnected silos and devices within a single cooperative environment within an edge server gives 
companies the ability to manage their costs when moving to an Industrial IoT.  

An Industrial IoT deployment
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Furthermore, by adding new networks of connected devices to the existing deployment on that edge server, the IAP 
functionality on that edge server can be extended to interoperate with new, emerging or yet-to-be-discovered devices 
and protocols.  This gives businesses a way to manage their risk by transparently preserving their current investment.

Scaling an Industrial IoT

The IAP data interoperability functionality in the edge server can also be used in conjunction with message broker 
functionality to seamlessly interoperate with the IAP functionality on multiple edge servers. The resultant outcome can 
be viewed as a “virtual data fabric” of IAP, draped over multiple edge servers.  By enabling such a singularity of edge 
devices, protocols and cloud platforms, Industrial IoT can now scale to seamlessly interoperate its deployments in a 
protocol- or location-independent way.

Securing the Industrial IoT with the Fabric

The edge server on which the IAP data fabric is housed serves a greater purpose than simply acting as a configurable 
compute, storage, and network resource.  It can also provide any needed encryption and security services required to 
isolate the data fabric from external threats.  

Controlled access to the IAP fabric can be based on abstracting security mechanisms from the IAP data framework.  This 
results in an IAP security abstraction “layer” that provides great flexibility to integrate different security mechanisms 
across a single data fabric. 

This is desirable in a deployment that houses numerous internal wired and wireless devices with widely varying 
security requirements, while also connecting to different cloud providers, each of whom implements their own security 
frameworks.  However, it would also be prudent to mention that mixing different security levels to the same critical 
resource means security ends up being only as good as its weakest link.  Secure provisioning and access control of users 
and groups is needed within the data fabric.  

IoT Access Protocol (IAP) data fabric
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Enabling Adoption of the IAP Data Fabric 

Solving the complex problem of managing costs and risks at scale as required in an IIoT platform does not guarantee its 
widespread and rapid adoption. A platform’s rapid adoption is dependent on lowering the barriers to entry with tools to 
simplify its integration and use.  Such tools allow an integrator to easily sculpture this flexible infrastructure platform into 
the specific desired customer goals onto a wide range of IIoT deployments. The two broad classes of enablers discussed 
below are required to accelerate the adoption of such a platform.

1. IAP data fabric as an application services enabler

The flexible nature of the IAP data fabric enables easy development and deployment of application services. 
Application services can be built for the IAP data fabric by leveraging its web-enabled APIs, or the fabric’s publish/
subscribe mechanism.  Such application services can either run on the edge or in the cloud. The IAP also allows for the 
manipulation of edge devices through the data fabric by extracting away any protocol-specific dependencies from the 
service (except where it would be required).  

Using a protocol-agnostic, application (service) platform goes a long way in enabling an ecosystem of community 
developers, applications, and services which can help businesses reap even greater value from their investments.  

2. Tools and management platform

Having a web management platform to perform standard, specific IIoT functions to configure, provision, add, manage, 
update, upgrade, and delete ‘things’ and ‘tasks’ is a requirement for the adoption of an IIoT platform.   Furthermore, 
making the web platform open and extensible via widgets means the platform itself can be extended to add new 
functionality.  

The main problem is that today’s tightly integrated management platforms perform remarkably well when managing 
common standard functions and goals, but their user interfaces were never designed to graphically represent every 
possible complex, deployment specific, IIoT functionality, especially when multiple silos of OT are involved.  Such massive 
complexity is better solved through programmability.  It is also important to mention that many OT system integrators may 
not have the required skill set to develop custom programs to deal with all this IIoT complexity.  To overcome this skill set 
gap, it’s desirable to have a tool that represents differing silo activities graphically to be used in the creation of program 
logic flows. Graphical simplification also assists in driving the widest possible adoption of the platform.  When coupled 
with an open operating system and hardware architecture, it forms a core reference platform for capturing IoT driven 
innovation in the industry (e.g.  virtualization, containers, AI frameworks, etc.). 

A Final Note

While most of the thoughts captured in this article have been made with reference to edge servers, the concepts can 
also be applied to constrained environments of edge devices. In addition, having the core element of the platform be 
portable and modular allows for it to be unconstrained by processor architecture, memory, storage size, etc.  Finally, 
the key elements of the data fabric along with cloud connectivity have also been demonstrated to run on a minimalistic 
architecture involving an Arm MCU with a FreeRTOS real-time operating system.

Conclusion

With thirty years of experience in connecting industrial ‘things,’ Adesto Technologies has proposed a revolutionary 
approach to mitigate Industrial IoT concerns and make it easy for system integrators and facilities managers to make a 
smooth transition to IoT in industrial environments. By minimizing the up-front investment and giving companies choice, 
an edge server with the IAP fabric enables an interoperable, flexible, extensible system that can ensure cooperative 
behavior for past, present, and future industrial systems.  
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Additional Information 

Adesto Technologies Corporation 
(NASDAQ:IOTS) is a leading provider of 
innovative application-specific semiconductors 
and embedded systems for the IoT. The 
company’s technology is used by more than 
5,000 customers worldwide who are creating 
differentiated solutions across industrial, 
consumer, medical and communications 
markets. With its growing portfolio of high-
value technologies, Adesto is helping its 
customers usher in the era of the Internet of 
Things.
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