Next Generation Serial Flash Architecture: DataFlash

Adesto’s DataFlash devices are a family of enhanced feature SPI Serial Flash products that will
contribute to improved system performance and lower energy consumption. The DataFlash-L
family are page-erase serial flash devices optimized for wireless and wired protocols such as
Z-Wave, BLE, Zigbee and other wi-fi platforms. DataFlash-L products feature a standard serial
flash footprint for simple conversion from competitor’s products, such as Micron’s M25PE
devices.

Enhanced system performance is achieved through a command-rich interface that off-loads a
large portion of the resources a CPU or MCU would need to assign to the memory management
tasks. This allows for a significantly reduced CPU overhead and results in a lower overall soft-
ware signature and energy footprint. The devices also feature a 'byte write' capability, eliminating
the need to perform complex data write algorithms or manage large block or sector erase opera-
tions. This capability allows DataFlash to compete with Serial E? for the first time without huge
software overhead.

Reduced Energy Consumption. Continuing with the philosophy of reducing energy, by reducing
the load on the CPU/MCU, Adesto capitalizes on the fact that many systems often keep the non-
volatile memory component in an off-line/standby mode for much of the system wake time. This
is often achieved using techniques such as an LDO regulator or DC-DC converter or by switching
power via a small FET or transistor, all of which are inefficient and add complexity and cost. To
this end, Adesto has introduced “ultra deep power down mode”, allowing the device to be eftec-
tively switched off by software to consume less than 300nA (typical). This mode is also supple-
mented by an additional low power read command allowing even lower current consumption
levels when actively reading the device at low frequencies. To complement these advanced power
modes, selected devices also offer continuous uninterrupted Vee operation from 1.65V to 3.6V
further eliminating the need for split rail power supplies, or separate memory device power supply
regulators.

Data Protection and Integrity. To ensure data security and data integrity and prevent accidental
or malicious data corruption, DataFlash devices come with advanced sector protection features.
Sectors can be locked and unlocked via software with non-volatile settings, negating the need to
reset the configuration at power up. Additionally, any sector can be permanently locked; prevent-
ing that sector from ever being erased or re-programmed. The device can also be 'frozen' to pre-
vent further malicious or accidental locking of sectors that could potentially render the application
useless. To further enhance security, every DataFlash device is pre-programmed with a unique,
non-alterable 64Byte electronic serial number, supplemented by a 64Byte user programmable
serial number register. These can be combined with the unique UID's included with most MCU/
CPU devices to create basic Anti-Tamper / Secure Boot Mechanisms.
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Part Number
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Adesto, the Adesto logo,and DataFlash are registered trademarks or trademarks of Adesto Technologies. All other marks are the property of their respective owners.
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